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27 January 1978 


MEMORANDUM FOR: 

ATTENTION 

FROM : 


Director of Training 




Office of General Counsel 


SUBJECT 


Revision of 



1. This is to inform you that the Office of General Counsel withdraws its 

concurrence in the revision Wo take this step because the new 

executive order on intelligence, supplanting E.O. 1.1905, prohibits undisclosed 
participation in domestic organizations by employees ot agencies within the 
Intelligence Community. The only exception to this prohibition is undisclosed 
participation undertaken pursuant to procedures established by the DCI and 
approved by the Attorney General. Attached please find a copy of the 
executive order language concerning undisclosed participation in domestic 
organizations: this language is underscored in red. 

2. ^^^^^^linvolvcs training, lor Agency employees at'non-Agency 
facilities. Certain provisions of this regulation permit Agency personnel under 
cover to participate in training at non-Agency facilities. Undisclosed participation 

in such training by Agency personnel under cover as permitted by^^^^^l 25X1A 

should conform with the procedures that will be tormuluted pursuant to the new 
executive order, Thus, it is the opinion of this Oltice that no further action be 
taken on the: revision ot|^^^^^^|until the appropriate procedures have been 
promulgated. It should be noted, however, that the new executive order 
provides that present agency training practices permitted under E.O. 11905 
may be continued until the issuance of such procedures. 


3. We stand ready to assist the Olfice of Training in conforming this 
regulation to any procedures which may ultimately be established. 
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• needs and insist be conducted ir. a manner that preserves and 

respects established concepts of privacy and civil liberties 

# 

2-102. Principles o f In ter or e tali on . Sections 
* 2-201 through 2 - 30 f J set forth limitations which, in addition 

to ether applicable laws, arc intended to achieve the 
proper balance between protection of individual rights 
and acquisition of essential information. Those sections 
do not authorize any activity not authorized by sections 

1- .tOl through 1-1'., 03 and do not provide any exemption 
from any other law, 

2- 2. lies t r i c tions on t'eta i n Collection T cch.n i cues . 

2-201. General lVov i a. ion:;. 

(a.) The activities described in Sections 2-202 through 
) . 2-200 shall be undertaken only a: permitted by this Order 

■and by procedures established by the head of the agency 
concerned and approved by the Attorney General , Those pro- 
cedures shall protect constitutional, rights and privacy, 
ensure that information i.s gathered by the least, intrusive 
in re ns possible, and limit use of such in formation to lawful 
government.;- I. purposes. * 

(b) Activities described in sections 2-20? through 
2 - 2.05 for which a warrant would he required if undent ikon 
for law enforer'.irst fujicr Ilian intelligence purposes shall 


not, be undertaken against a United States person without 
it judicial warrant, unless the Pros, i dent has authorized 
the type of nativity involved and the Attorney General has 


both approved t.lv* p.irt'etii w activity and determined that 

there is probable cause to believe that the .United States 

person is an agent of a foreign power. •* 

2-202. (•: lj : o Iron ic jit i r v e i JU-c.nuc . The C ). A may r.ot 

engage in any oleet.i unto surveillance within the United 

States. .— lie vggency wi thin trie : l:it'A'l,l Lger.Ce'.' .Ct»!i^u':il‘t"y_2:i!ijiil- a; 

engage in any electronic surveillance directed against a 

United States person abroad or designed to intercept a ccn- 
i 

Approved For Refeif#i8B«bl5mi«pil!^M8b3688Sl)6 i l9'M thln * th0 



Approved For Reldfcgti 200.1/09/OJ .^£|A-RDBB1 -00261 ROOQ20OO3OO1 9-0 


l 


2-207. Undisclosed Participation in Do mestic Organ i- 
zatio nr . !!o employees may join, or otherwise participate 

in, any organization within the United States on behalf 
of any agency within the Intelligence Community without 
disclosing their intelligence affiliation to appropriate 

officials of the organization, except as permitted by pro- 

r , ' \ 

ccdurcs established pursuant to Section 2-201. ' Suen pro- 
/^'e’edures shall provide for disclosure of such affiliation 
in all cases unless the agency head or a designee approved 
by the Attorney General rinds that r.on-d i sclosure is essential 
to achieving lawful pur noses , and that, finding is subject 
"to review by the Attorney General. Thor.- procedures shall 
further .limit undisclosed p irt'eLpnbion to eases, where: 

(a) The part j.cipntion in und-.-r taken or. behalf uf the 
Fill in the course of n lawful investigation; 

(b) The organization concerned i ;• couponed 'primarily 

of individuals who are not United Slates persons and is 
reasonably believed to be acting on behalf of a foreign 
power; or , 

(c) The participation is strictly limited in its 
nature, scope and duration to that necessary for other 
lawful purposes rel it ing to foreign intelligence ane; is 
a typo of participation approve:! by the Attorney General 
and set. forth in a public doeu -lent . Ho such participation 
may be undertaken for the purpose of influencing the activity 
of * he organization or i,tr members. 

2-208. Coll re U i in o! Hancubli c.ty Av .. i t ab le I nf ormation . 
Ho agency within tin* Intelligence Community may collect, 
disseminate' or store Information concerning the activities 
of United Stater, persons l ha t is not available publicly, 
unless it door, so with their consent cr as permitted by . 
procedures established pursuant to Section 2-201. Those 


procedures shall limit collection, storage or dissemination 
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to the following types of information: 
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that is obtained in response to requests from the Department 
of otate for support of its consular responsibilities relating 
to the -welfare of those persons; 

(j) Information collected, received, disseminated 
or stored by the FBI and necessary to fulfill its lawful 
investigative responsibilities; or 

00 Information concerning persons or activities that 
|)().,e a clear thread, to any facility or personnel of an agency 
Lhu Intelligence Community. Such information may 
1,0 ' only by the agency threatened and, if appropriate, 

by 1 he United States Sucre! Service and the FBI. 

Audi-ti o nal Kostric tions .and Jamj_t_a!,iona. 

2 - 301 . lax. Info rmal, in n . No agency within the Intelli- 
gence Community shall, examine tax returns or tax information 
except, a:; permitted by applicable law. 

2-30?, Re strictions on ib .r er i m.-ni.at ‘ on. go agency 
within the Intelligence Community shall sponsor, contract 
for, or conduct research on human subjects except in 
accordance with guide 1 i rx: issued by the Department of 
Health, education and Welfare, The subject's informed consent 
siia.ll be documented as required by these guidelines. 

• , ' . 1 K.K. • 9 . on s- kf iUlU i.Ul • Ho agency within 

tlu- Intel! i gouee Community shall enter into a contract or 
errar i/’rn nt for the previsi on of goods or services witit 
private companies or institutions in the United States unless 
ti.e agency sponsorship if: known to the appropriate officials 
of the company or institution. In the case of any company 
or institution other thin an academic institution, intelligence 
agency sporisorshi p n; r/ lie concealed where it is determined, 
pursuant to procedures approved by the Attorney General, 
that such concealment is necessary to maintain essential 

cover or proprietary arrangements for authorized intelligence 
purposes . 
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